B3anmopencteme SkyDNS n
KOPMOPaTUBHbLIX CUCTEM

B KopnopaTMBHOWN cUCTEME CyLLECTBYIOT CEPBUCHI, UCMONb30BaHNE KOTOPbLIX yrpoLiaeT
aAMUHUCTPMPOBAHNE CETU, @ Ha HEKOTOPbIE U3 HUX BO3/aratloT U PYHKLMIO OrpaHUYeHna 4oCcTyna
Nnosib30oBaTeNIeN K HeXeaTelbHbIM pecypcamM MHTEpHeTa, HanpuMep:

e DHCP - ncrnonb3yeTtcsa An8 Ha3Ha4YeHNs CeTEBbIX PEKBU3NTOB MNOJIb30BATE/IbCKUM
cucrtemam.

e KoHTponnep poMeHa - Hy>XeH OJ19 LeHTPaJSIM30BaHHOro yrnpasJsieHUs pecypcamMmu
OOMeHa KOMMaHuK, HarnpuMep, 4OMEeHHbIMU UMeHaMN NOJ1b30BaTEIbCKUX U UHbIX CUCTEM
KOMMaHuu.
aZpeca Oon4 ceTeBoro B3ammonencTeus. Kpome atoro, DNS-cepBep oTBe4YaeT 3a
06paboTKy 3anmpoCcoB, KaCaloLWNUXCsd UHTEPHET OOMEHOB.

e NMpokcu-cepBep - ero 0CHOBHaA PYHKUNA - TpaH3UT Beb-Tpaduka (n Tpaduka
HEKOTOPbIX APYrMUX MPOTOKOJIOB) N3 MHTEPHETA B JIOKaJIbHYIO CeTb KOMMaHunu. Ons
BbINOJIHEHMSA 3aNPOCOB MOJIb30BaTeNIe MPOKCU-CepPBEpP BbIMOJIHAET pa3pelleHne NMEH,
ncnonb3ys cepsmc DNS.

e HTEepHeT-WNI03 - MapLpyTU3INpyeT TpaPnK Mexay CeTbio KOMMNaHUN U UHTEPHETOM.
YacTo OH 3alwmuiaeT NoKasbHY CceTb U B10KMpYeT He)xenaTesibHble BUAbl Tpaduka B
CTOPOHY MHTEepHeTa.



PaccMoTpuM BapuaHTbl B3aumonenctems cepsnca SKyDNS ¢ KaxabiM 13 BblllenpuBenEHHbIX
KOMMOHEHTOB KOPMNOPaTUBHOW CUCTEMBI.

DNS cepBep KOMMNaHUMU: KaK NPaBuUJIO, TakMe CepBepbl HaCTPOEHbLI Ha Nepefadvy 3anpocos
COOTBETCTBYIOLLMM CepBepamM NpoBangepa U CaMoCTOATESIbHbIM pa3peLlleHnemM UMEH 3aHMaloTCA
TOJIbKO B paMKax KOpropaTuUBHOIro foMeHa. Ecsin ona Takoro cepeepa B KayeCTBe CepBuCa,
peanniyoLero pakTu4eckoe paspeLleHne nMEH ONna nHTepHeT, yka3aTb SkyDNS, B oTBeT Ha
3anpochkl, cogep kalimecs B 3a610KMpOBaHHbIX KaTeropusax, byaeT BblgaBaTbCa OAUH U3 af4pecoB
SkyDNS. Ecnv npu 3ToM uenbto 3anpoca K DNS-cepsepy koMnaHum 6bi1o nonyyvenune IP-agpeca
Beb-cTpaHuubl, B 6pay3sepe nossuTcA cTpaHuua 6nokuposkn cepsncom SkyDNS obpalieHns kK
canTy. B maHHOM KOH(UIrypaLumm B3anMooencTemsa KopnopaTmueHbix cuctem co SkyDNS
nosib3oBaTenu, ncnosbsywwne DNS cepBep KoMnaHuu, 6yayT BblHYXAEHbI MOAYNHATHCA TEM
WAN NHBIM NpPaBuaamM NOANTUKK 6e30NacHOCTM UM KOHTPOJIA UCMOIb30BaHNA NHTEPHET. A
oTpaXkeHne npasun byaoeT yCcTaHOB/IEHO B IM4YHOM KabuHeTe SkyDNS.



Mpwn 3TOM, NpKN NpaBUIbHON HAaCTPOMKe pa3peLlleHmne NMEH KOPNopaTMBHOIO AOMeHa ByoeT ToJIbKO
Ha cTopoHe DNS-cepBepa KoMMNaHuUN.

HDanee paccmoTpumM KoHpurypmposaHme DHCP Taknum o6pa3oMm, 4ToObl Mosib30BaTEsNISIM B Ka4ecTBe
DNS cepBepa an1s komnaHun Boigasascs agpec SkyDNS. Npy 3ToM 3anpocskl Tex
nosib30oBaTesien, Ybn CUCTEMbI Ucnonb3ytoT DHCP ong nony4yeHus ceTeBbiX PEKBU3NTOB, ByaoyT
nony4aTtb oTBeTbl HanpsaMyto oT SkyDNS. 3To orpaHnyMBaeT BO3MOXXHOCTWN NUCMOJIb30BaHNSA
KOpPMNopaTUBHOIO AOMeHa. Jlyyle Takasa KOHpUrypauma nooxononT, KOrga OH He NCMoJib3yeTcd B
JIOKaJsIbHOW CceTn KoMmnaHuun. MNMpun Bo3MOXXHOCTU rnbkon HacTporiku DHCP-cepBepa M0O>XHO
Ha3Ha4aTb nosb3oBaTensam DNS 6e3 punbTpaunm nnm c Hen.



Ecnv ncnonb3yeTca npoKcu-cepBep, HaCTpPoOMB paspelleHne nMéH B HéM Yyepes cepsmuc SkyDNS
MOXXHO NOJIY4YNUTb aHANIOrM4YHbIA N0 cBoeMy 3hdekTy B3anmoaenctemsa DNS cepsepa KomnaHum co
SkyDNS pe3ynbTarT.



Nlyqwmn KoHTposb Hag DNS 3anpocaMu noJsib3oBaTesnien U COOTBETCTBYIOLLYIO MOUTUKE
6e30MacHOCTU NN OFPaHUYEHNN peannsaunto B3anMmonencTems ¢ ceppucom SkyDNS MOXHO
NOJIY4YNTb KOMMJIEKCHbIM NMOAXO0A0M, BK/IOYAOLWMM U HACTPONKY UHTEPHEeT-LWJII03a KOMMNaHnu
nnn punmnana. Mpu 3ToM, B GpaHaMayspe Hafo 3adaTb nepeHanpasneHne DNS 3anpocos Ha
cepBuc SkyDNS. Mpu XenaHUm MOXKHO UCK/IOYNTb TE€ MallMHbl B CETU, KOTOPbIE HE A0JIXKHbI
NPOXoAnTb (PUIbTPaALLUIO 3aNPOCOB.



B KayecTBe 3aK/II04EHMS MOXKHO NMPUBECTU BapuaHT CLUeHapus B3auMoaenCcTBUS C CEPBUCOM
SkyDNS:

Cpegwn ceTeBbIX pekBu3nToB, nosydaembix no DHCP B kadyecTBe afnpeca DNS-cepsepa,
noJsib30BaTesibCKasa CUCTEeMa noJsiyvaeT agpec kopropatueHoro DNS cepBepa.



Ha kopnopaTtnsHoMm DNS-cepBepe 3anpochl, Kacalowmecs LOMEeHOB UHTEPHET, nepefaTcs
cepsucy SkyDNS. OTBeTbl OT(PM/IbTPOBaHbI B COOTBETCTBUW C HAaCTPOMKaMun cepBuca.



MNpeobpa3oBaHne agpecoB Ha NPOKCU-CepBepe HacTPoeHO Ha KopropaTueHbli DNS cepsep.
3anpochkl K Beb-cepBepaM B ceTu NpoxXoAaT 6e3 usMeHeHun, a K UHTepHeT-canTaM PUNbTPYIOTCS
Ha ypoBHe DNS.



LONONHUTENbHO, UM KaK BapuaHT, Ha UHTepHeT-wwo3e 3anpochkl, Hanpasasowmecs no
npoTtokony DNS, nepeHanpaBnsatoTcsa B CTOpoHy cepsnca SkyDNS.



[ns ycnewHoro npuMeHeHns HEKOTOPbIX NOINTUK Be30onacHOCTM obs3aTesIbHO 3aKpbiTUe JoCTyna
nonb3osaTenen K gpyrum DNS Ha UHTepHeT-winto3e. Mpn 3ToM, ec/im y KOMAaHum ecTb
Heckosibko B6enbix IP-agpecoB (HanpuMmep, ana NAT), MOXXHO pa3fennTb Npoduan puabTpaumnn.

Revision #5
Created 22 November 2023 12:02:15 by BukTop
Updated 8 June 2026 06:00:49 by Onbra



