PekoMeHOauUMW MO
YCUNEeHWIO 3aWNThbl OT
obxona punbTpaynu

Obuwimne pekoMmeHaaUnn

3abnokmpynTe KaTeroputo MPOKCU U aHOHUMaKU3epbl.

. YbepunTech, 4TO Nosb30BaTeNM UCNONb3YIOT OrPaAaHUYEHHYIO YYETHYIO 3anucCh B

ornepaumoHHon cucteme. icnonb3oBaHme orpaHUYeHHOM YH4EeTHOW 3annucm n oTCyTCTBUE
[0CTyna noJsib3oBaTesien K Yy4eTHOW 3anncn agMUHUCTPaTOpa JiNaeT Nnojib3oBaTenen
BO3MOXXHOCTW yaannTb areHT SkyDNS, yCTaHOBUTb CTOPOHHEE NPOorpaMMHoe
obecneyvyeHune, nameHNTb hann hosts MM N3MEHNTbL CeTEBbIE HACTPOMKK, B TOM Yucne
BO3MOXXHOCTU U3MEHUTb agpec cepsepa DNS.

3anpetuTe poctyn K apyruMm DNS. Eciiv [ocTyn B MHTEPHET OCYLLeCcTBAsgeTCHa Yyepes
LW03 1A 6bITOBOW poyTep, TO, MO BO3SMOXKHOCTU, 3anpeTuTe AOCTYyN K NtobbiM Apyrum
cepsepaM DNS kpome 193.58.251.251 vnn kawmpyrowero cepsepa DNS Ha Bawem
wnto3se/poyTepe. na 3Toro B HacTpornkax firewall Ha poyTepe 3anpeTuTe NPOXoXXAEHNE
nakeToB no npotokonam TCP n UDP Ha nopT 53 Ha ntobble IP-agpeca, kpome
193.58.251.251.

. 3anpeTtuTte poctyn K HTTP npokcu cepsepaM. [1na 3Toro B HacTpomnkax firewall Ha

poyTepe 3anpeTnTe NpPoxoXXaeHne nakeToB no rnpoTokosiam TCP n UDP Ha Hanbonee
nonynspHble nopTbl 3128 n 8080 Ha ntobuie IP-agpeca.

. OTknouute onuuio DNS Crypt B 6pay3epax, Takxe 3Ta Onuns MOXKET Ha3biBaTbCH

Ncnonb3oBaTb 6e3onacHbin DNS cepBep.

PekoMeHgaunm ons dOMUHNCTPATOPOB KOPMOPATUBHbIX ceten

1.

HacTpoinTe nepeHanpasseHue DNS 3anpocoB Ha agpec cepsepoB SkyDNS nnu Ha
Kawwunpytowmnn cepsep DNS B KoprniopaTUBHOM CeTN.
3anpeTunTe AOCTYM K BHELWHWUM NPOKCK CepBepam.

. OrpaHVI‘-IbTe nosib3oBaTesiiM BO3MOXHOCTb CO34aBaTb N OCYLLLECTBNATb MOAK/TIKOHEHNA K

HensBeCTHbIM BHelHUM cepBepaM VPN.

. OrpaHuybTe NnoJsib3oBaTeNIAM BO3MOXKHOCTb 3anyCckaTb CTOPOHHee NnporpamMMmHoe

obecnevyeHue.
OrpaHnybTe Nosib30BaTeNAM BO3MOXKHOCTb NOAK04aTb CTOPOHHee o6opyaoBaHme K
paboynm cTaHUMaM.
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