HacTpounka cpencrBamum
iptables punbTpaunnm ons
n3bpaHHbIX NOJib30BaTENEN
KOMMblOoTepa

Ecnm Bbl ucnonbsyete goMawHuii MK nnm ydyeHnyeckme KoMnbtoTepsl B WKoae Ha 6a3e Linux,
MO>XHO HaCTPOUTb PuabTpaLnio A1 KOHKPETHbIX NoJib30BaTENEN 3TOro KoMnetloTepa (geTen), He
PUNLTPYA MHTEPHET OJ19 CUCTEMHbIX CEPBMUCOB U APYruX nosib3oBatenen (yyntenen, pogutenen),
ONs 3TOro:

1. NMpoBepbTe, 4TO B hanse /etc/resolv.conf ykazaHbl DNS Ballero nposangepa nau
nobble apyrmne DNS (He SkyDNS).

2. MponuwunTte B IM4HOM KabuHeTe SkyDNS BHewHWR IP agpec Bawlero koMmnbioTepa o
COOTBETCTBYOLLEr0 Npodunaa HacTpoek. Cnocobbl NpmMBA3KK AnHamMmnyeckunx IP agpecos
MO>XHO NPOYeCTb B COOTBETCTBYIOLWNX NHCTPYKLUAX.

3. B Iptables nponvwunTe npasBuna Oss nepeHarnpassieHNa Tpadrka onpenesieHHbIX
rnoJsib3oBaTesien KoMnbloTepa Ha agpec DNS cepsepos SkyDNS.

MpunMep HaCTPOWKM

iptables -F OUTPUT
iptables -t nat -F OUTPUT
iptables -t nat -A OUTPUT -m owner --uid-owner username -p tcp --dport 53 -j DNAT --to

193. 58. 251. 251: 53
iptables -t nat -A OUTPUT -m owner --uid-owner username -p udp --dport 53 -j DNAT --to

193. 58. 251. 251: 53

'0e username - 5TO MMA COOTBETCTBYIOLLEro MoJib30BaTeN1s KOMMblOTeEpa.

4. Onga coxpaHeHus npaBun Iptables nocne nepesarpy3kn KOMMbOTEPA BbINOJIHUTE KOMaHAy
iptables-save > /etc/iptables. rules

AHaNIOrMYHO MOXXHO CO3AaTb NpaBuaa AN rpynmnbl, €eCan Noab30BaTesN N, KOTOPbIE OOJSKHbI
nnbTpoBaThCS, 06beANHEHbI B Tpynny. B 3Tom cnyyae knoy uid-owner MeHseTcs Ha gid-owner



C YKa3aHWeM MMeHUW rpynnbl Nojib3oBaTenen.
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