HacTponka npodunen
dunnbTpaLnn

Mo yMOn4aHMO Ha BCe KOMMbOTEpPbl, MOAKJIIOYaeMble K CepBUCY, AeCTBYeT Npodnib OCHOBHOM.
STOT NpodunSb HeNb3S YOA/INTb, B OTAIMYMK OT Npoduien, Co3faBaeMbliX MoJsib30BaTeNeM.

1. 1na co3gaHusa HOBOro npoduasa nepenanTte Ha Bknagky Hactpouku — Mpodunun. Ha ston
CTpaHunue oTobparkatoTcsa BCe Co34aHHbIe BaMn NPOhUAM 1 NepeyeHb aapecoB, Ha KOTOPbIE OHW
OencTBytoT. [Ins co3gaHna HOBOro npoduns BBeamTe ero umMsa n Haxxmute JLo6aBuUThb.

YcrpoiicTtea NMpodmnn Pacnucanune [ononHutensHo

Mpodune

LobaeuTe: CrangapTHast v TLS

OcHOBHOM CranpapTHas v

2. Ha3Ha4ybTe HOBOMY Mpohusto agpeca, Ha KOTOpble PacnpoCTpaHAEeTCA ero AencTBume:
HacTtpounku - Ycrpoucrtea — IP-appeca/DynDNS.

Mpogunab Ha3HavyaeTcAa nNpu fobasneHnn Hoeoro IP agpeca nanm DynDNS xocTa. 1o yMmos4aHuto Ha
BCe paHee BBeAeHHble aapeca n guHamnydeckue IP agpeca gencreyeT npodunsib OCHOBHOW. 114
CMeHbI Npouna oTpenakTmpynTe fobaBneHHbIN agpec nnan yganuTte agpec n nobasbTe ero cHoBa
K HY>XHOMY Npoduito.

Ecnm Bbl ucnosibdyete areHT SkyDNS, npuBs3biBaTb agpeca K npopuasam puabTpauim He
HY>XHO. MO>XXHO BbI6paTb HY>XHbIN Npodnab GunbTpaumm B areHte SkyDNS.

3. HacTpownTe npaBuna punabTpaunm 418 Co3LaHHbIX npodunen v npopuig OCHOBHOMU. 3anaunTe
Ha BKNagkKy KaTteropum v B BbinagatoweM cnmcke B 610ke ceepxy Bbibepnte HaCcTpanBaeMbIin

npouib.



Kareropuu CoxpaHuTb

PexoMeH10BaHHble ® HacTpoiikn no 436-03 ® PaspewuTs B ® 3abnokuposats Bce CBepHyTs Bce
HononHuTenbHble HOCTPOMKK

PaboTaTb NoO paspelaklemy cnucky (1) - BAOKUPOBATL HEMZBECTHBIE CaRTLI (1)

Mcnons3oBats 6e3onacHslid nouck (1) - Brniounts pexkum 6esonacHoro YouTube ()

& 3anpeweHo No 3aKOHORATENLCTBY

B Bnokuposka no NpeanucaHuio B Depepanshbiii cnvcok Muniocta

Be3zonacHocTb

@ Botnets & C2C @ DGA @ Malware
@ Phishing & Typosquatting @ Ransomware B 3anapKoBaHHble AOMeHbI

@ Cryptojacking

MNMocne HaCTPOMKN BNIOKUPYEMbIX KaTeropuin HaxxmmTe COXpaHUTb.

AHanornyHbiMm o6pa3omM HaCcTpaMBaOTCS aJnackl, paspeLlatoline 1 3anpeLwiatoLine CNNCckn ans
npogunsa Ha cTpaHuue CNUCKMU.

3anpem‘amuHe o e

HoBeblit paspelaiowmii cnMcok

flobaeure:

youtube  9/9999 lNpuBsa3an k npodunam: OCHOBHOM

/¥ PepaktupoBaTh CMCKOM

googlevideo.com
wide-youtube.l.google.com
youtube-nocookie.com
youtube.com

youtube.googleapis.com

4. Ins HaCTPONKK pacnnucaHmna encTemna npopunen, oTANYHbIX OT Nnpodunas OCHOBHOMW,
nepenanTe Ha BKNaaky Hactpouku — PacnucaHue. /13 BbinagaroLLero cnmcka Boibepute



npouib, 4J19 KOTOPOro HY>XHO HaCcTPOUTb pacnmncaHve. YcTaHoBUTe rasiodky PacnucaHue
BKJIlO4EHO. HacTponTe nepnofbl, B KOTopble ByaeT BKAOYEH NPOodunb (KOr4a OH BbIK/THOYEH,
byneT gencreoBaTb Npounib OCHOBHOM).

Hanpumep, Bo Bpemsa paboThl JLONOJMIHUTENBHOIO Npodunasa, B KOTOPOM 3ab10KNPOBaHbI
pa3B/iekaTeNlbHble pecypcbl, OCHOBHOM Npodusib, B KOTOPOM 3Ta KaTeropus He 3ab10KMpoBaHa,
He akTuBeH. COOTBEeTCTBEHHO, AJ19 HAaCTPOMKN pacnncaHus, Korga 3Tn pecypcbl 6yayT
3abnoknpoBaHbl, HeobxoaMMO 3afaTb NapaMeTpbl B Npoduie JLONONIHUTENbHbIN.

Yctpoiictea Mpodunu Pacnucanue [ononHutensHo

Pacnucanue OTmeHa CoxpaHuThb

[] PacnucaHue BKNOYEHO .
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