HacTponka ABYX(aKTOPHOW
ayTeHTudunkaumnm (2FA)

2FA noBblwaeT 6e30MacHOCTbL Bawlen y4ETHOM 3anncu: NMOMMMO Naposas OT YY4ETHON 3anucuK, ons
aBToOpM3aunm BaMm noTpebyeTcs 0oHOPA30BbIA KO U3 NPUNOKEHUA-ayTEHTUUKATOPA.

KaK BKJIOYNTbL?

1. NepengnTte B paznen AKKayHT - [IByxakKTopHasa ayTeHTunkauma - Bknwounutb 2FA.

AByxdakTopHas ayTeHTUGUKaLuA (2FA)

2FA noBeblilwaeT 6e30NacHOCTb Balleid YYETHOI 3anNvUcu: MOMMMO Napoas NoTpebyeTcA OAHOPAa30BLIA KOZ U3 NPUIOKEHWA-ayTeHTHVKaTopa.

Pekomerayem BkarO4MTL 2FA ANA 3alUThl OT HECAHKLMOHMPOBAHHOTO AOCTYyMa.

AeyxdakTopHas ayTeHTUDUKaLMA BbIKNIOYEHa

[na bonblUero KOHTPONA 3a AOCTYNOM K aKKayHTy noAkatounTe 2FA

Bkntoumnts 2FA

2. OTkponTe noboe npunoxxerHne: Google Authenticator, Anpexkc.Kniou, Microsoft
Authenticator, Authy, 1Password, Bitwarden un gp.

3. OTCKaHupyinTe B HEM CreHepupoBaHHbIN QR-Ko4, N BBeAUTE KO, NMPefAcTaB/IE€HHbIA HUXeE,
BPYYHYIO:
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Hactpowka 2FA

Lar 1. Otckanupyiite QR

OTkpoiiTe NpunoxeHue-ayTeHTUPUKATOP

n oTckaHupyiTe QR-koa. Ecnn He nonyyaetcs —
BBEAMWTE KOJ BPYYHYHO

WU BBEAWUTE KOA,

189G M/ 20 52L FIL RET3R: FoQLRX w)

4. Mpuno>xeHne creHepupyeT BPeMEHHbI Ko A0CTYMNa, KOTOPbLIA BBEAMTE B C/IeAyOLEM MNoJie:

Lar 2. BeeguTte 6 2Ha4YHbIN KOA,

OTMEeHUTBL

5. Bam 6y,uyT BblAaHbl Pe3epBHb|e KOAbl, KOTOPblE COXPaHNTE B NMPMNBaTHOM MeCTE. 3Tn Kogbl
O0OHOpPa30Bble, N HYXXHbI OJ14 BXO4a, eCnin rnoa pyKOI?I HeT TenechHa nanm npmnnoXxxeHums.
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Pe3epBH ble KO4bI

CoxpaHuTe KOAbI B HAAEXHOM MecTe, KoAbl He ByayT
nokasaHbl NOBTOPHO

PezepeHbie Koabl ()
TMF1E/81FM6EH5 S81232XFWWIB
S5R837853NA2X 0OIMMIGS5HZZB
SB2B\L112RVD8 HEEQ4PIDXFIE
SV4Q LULBVYXF HI473YYDOBEa
X15C/AYKYTRO 5T1R40HVZGD

A coxpanun(a) karou

Ecnn ncyepnanum Bce ogHOpa30Bble KOObl, Bbl MOXKeTe CreHepupoBaTb HOBbIW Ha6op TaK XXe B

pa3pene 2FA:

LiByxcaKTOpHan ayTEHTUDUKALMA BKIIOUEHA

2FA BKNtOUEHa — AOCTYN K aKKayHTy Tenepk HaJ&XHOo 3alMLLEH AONONHUTENBHBIM KOAOM

OTkNHOUNTE 2FA

Pe3epBHble KoAbl

Cnucok OAHOPAa30BbIX KOAOB, ¢ KOTOPbLIMW MOXHO BOWTU B aKKayHT,
Korga nog pyKOﬁ HeT TEHE(IJOHH Man CneumnansHOro NpUIoXXeHWA

CreHepupoBaTb HOEbIV HabGop

Mocne reHepaumy HOBbIX KOAOE CTapble KOAbl BYAYT He AeWCTEUTENBHBIMMN

6. Mpun Bxoae B JIN4HbIN KabMHET OTKPONTE NPUNOXKEHNE ayTeHTUdMKaTopa, 1 BBeaAnuTe
MOJTyYEHHbIN KOA NN NCMOJIb3YNTE Pe3epPBHbIN.
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[1ByxtakTopHad
ayTEHTUPUKaLNS

BeBeauTe 6-3HaYHbI KO U3 NMPUNOXKEHUS-
ayTeHTUdMKaTopa

Kop mensetca kaxasie 30 cekyHa. ¥YBeauTecn, 4To Bpema Ha
TenethoHe CUHXPOHM3MPOBAHO ABTOMATHYECKN.

MoareepauThb

HeT pocTyna k TenedoHy c 2FA?
Ucnonb3oBaTb pe3epBHbIA KoA

Hasan

YTO nenaTb, ecnn NoTepaan A0CTYN K NPUIOXKEHMNIO

YT106bI M36€XKaTb KOMNPOMETMPOBAHUSA akKayHTa, obpaTuTech B NoAnep XKy Yepes 4yaT Ha canTe,

no noyTte support@skydns.ru nnm no TenedoHy 8-800-333-3372
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