OnncaHme KaTeropumn

canToB SkyDNS

bnok

3anpeLeHo no
3aKOHOOATEeNbCTBY

3anpeLleHo no
3aKOHOOaTeNbCTBY

be3onacHoCTb

besonacHocTb

be3onacHoCTb

be3onacHoCTb

be3onacHoCTb

KaTeropus

Brnokuposka no
rnpeanncaHuio

depepanbHbIA CANCOK
MuHloCTa

Botnets & C2C

Cryptojacking

DGA

Malware

Phishing & Typosquatting

OnuncaHwne

CaliTbl U MaTepuanbl B
CeTun, B OTHOLLUEHMUN
KOTOPbIX €CTb peLleHne
cyfa o 3anpeTe Ha
nybnmkauunto

MaTepuanbl, BHECEHHbIN B
CMUCOK 3KCTPEMUCTCKUX
MwuHucTepcToM KOcTnumn
PO
https://minjust.gov.ru/ru/ext
remist-materials/

BOTHETbI U KOMaHHbIE
LLeHTPbI ANS UX
ynpaseHus

ManHuHr
3/10yMbILLJIEHHNKaMU B
6pay3epe nonb3oBaTens
WM Ha ero ycTponcTee

DGA - 3TO anropuTMmbl,
KOTOpbIe NCMOJIb3YTCA
0N nepuognyeckon
reHepauun 60bLIOro
KOJINYeCcTBa LOMEHHbIX
MMeH. VX ncnonb3ytoT B
KayecTBe TOYeK paHAeBy C
X cepBepaMu yrnpasJsieHns
1 KOHTpOAA

CanTsl,
pacnpocTpaHstoLlme
BUPYChl 1 MpecTynHoe
rnporpaMmMHoe
obecneyeHne

OULINHT 1 perncTpaums
OOMEHHbIX UMEH, BIN3KKNX
Mo HanucaHuto C agpecamm
rMonynsipHbIX CAaTOB.
PacyeT 3/10yMbILINEHHNKOB
- Ha owmnbKy YacTun
nonb3oBaTenen
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be3onacHocTb

be3onacHocTb

YepHble canThl

YepHble canTbl

YepHble canTbl

YepHble canTbl

YepHble canTbl

NHdopmaunsa ans
B3POC/IbIX

NHdopmauns onsa
B3POCJIbIX

NHdopmauns ons
B3POC/IbIX

NHdopmaunsa onsa
B3POCSIbIX

NHdopmaunsa ons
B3POCSIbIX

Ransomware

3anapkoBaHHble JOMEHbI

VPN, Mpokcn n
aHOHMMan3epbl

Arpeccus, pacusm,
Teppopu3m

Fpy6oCTb, MaTepLUNHA,
HEMPUCTONHOCTb

HapkoTukn

Mnarvat n pecepaTbl

Ankoronb 1 Tabak

AcTponorus

3HaKoOMCTBa

Kas3uHo, noTtepewn,
TOTanusaTopsl

[MopHorpaduna n cekc

MporpamMmebl-BbIMOraTeNnun

Hencnonb3yemble JOMEHbI
6e3 KOHTeHTa,
rnpegHa3sHayYeHHble ons
nepenponaxxu nobomy
rnokynaTesto

CucTeMbl 1 canThl,
npenoHa3Ha4eHHble Ond
o6xona 6/10KMPOBOK 1
nojsly4yeHue nocTtyna K
HexxenaTesbHbIM pecypcam
B CceTn

CalTbl, NOCBSLLEHHbIE
rnponaraHae arpeccuu,
pacu3Ma 1 TeppopmsmMa

CanTbl, cogep>xawme
1n36bITOYHOE KOJINYECTBO
HeLeH3yPHON IEKCUKM,
nmbo Hemooepupyemsblie
dopyMbl

CanTbl, peknaMmupytoLine
nan npogatomne
HapKOTUKK, a Tak xe
cofepxalime nHpopmMaLmio
0 TeXHOJIornax
MPUroTOBJIEHUSA U
ynotpebnexHuns
HapKOTUYECKNX BELLEeCTB

ApxuBbl pedepaTos,
OTBETOB Ha Bonpockl EMN3,
roToBble fOMallHue
3afaHuna u T.n.

CanTbl ¢ nHopmaumen ob
ankorone, Tabake.
Taba4yHble 1 aNIKOroJibHble
VHTEpHEeT-Mara3uHsbl

CaliTbl, MNOCBSILLEHHbIE
OKKYNbTU3MY "
acTpoJsiorun, CanThl
aCTPOMNpOrHo3oB

CanTbl 3HAKOMCTB

CalTbl KA3UHO, CTABOK 1"
MPOYNX UTPOBLIX CUCTEM

CaliTbl comepixalime
nopHorpaduio B tlo6om
BUae



20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

NHdopmaunsa onsa
B3POCSIbIX

Moxxnpatenn Tpaurka

Moxxnpatenn Tpaurka

Moxxnpatenn Tpaurka

Moxxnpatenn Tpaurka

Moxxnpatenn Tpapurka

Moxxnpatenn Tpaurka

I'Io>KV|paTen|/| BpeMeHMn

I'Io>KV|paTen|/| BpeMeHun

I'Io>KV|paTen|/| BpeMeHMn

I'Io>KV|paTen|/| BpeMeHun

MoXxupaTenu BpemeHu

MoXupaTenu BpemeHu

Mpo4ne canThbl

Mpo4ne canThbl

CanTbl C BO3pacTHOM
CanTbl 4NA B3pOCSbIX MapKNpOBKOWN AN
B3POCJIbIX

Bupeoapxusbl C aHUMe-
AHnme dunbMaMn 1 cCanTel C
peueH3naMn Ha aHnme

CanTbl OHMANH
Pagno n My3bika OHMalMH paavocTaHunin n
CTPVUMUWHIOBbLIX CEPBMNCOB

CanTbl TOPPEHT-TPEKEPOB

ToppeHTbl 1 P2P-ceTn
PP n P2P cuctem

dalifoBble apXuBbI
nMporpaMMHoro
obecneyeHuns,
harnnoobMeHHNKN

®ainnoBble apxuBbl

CanTbl ONsS OHNAWH-
dunnbMbl 1 BUOEO OHNANH npocmoTpa puibMoB U
BMOEO

ApxuBbl poTorpadun,

doToranepeu
POTOCTOKM

CanTbl Kagpe, pecTopaHoB.
[ocyr v passnevyeHuns Mpo4asa nHdpopmMaumnsa o
focyre v pasieyeHnax

CalTbl, MOCBALLEHHbIE
KomnbloTepHbIe Urpbl KOMMbIOTEPHbLIM Urpam 1
NrpoBble cepBepa

CepBUCbl AOCTABKM
PeKNaMHbIX 00BABNEHUN U
6aHHepoB

OHnanH-peknama n
H6aHHepbI

CTpaHVILI,bI counmanbHbIX

CounanbHble ceTun .
ceTen

dopyMbl Dopymsbl

CanTbl 4aToB,
MeCCeHO)XepoB,

YaTbl 1 MecceHaxepbl ynpaBasitoLimne cepeepsbl
cuctem obmeHa
coobLeHnsaMu

Cantbl ansa
aBTOMobuMnucToB. CanThbl
MOKYNKW/MPoAaku
aBTOMObBUMNEN

ABTOMOGWIN 1 TpaHCNOPT

CanTbl, He cofepxKaliune

be3 KOHTeHTa .
HamnoJIHeHNs NHpopPMaLInein
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Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Bbu3sHec, 3KoOHOMUKa,
MapKeTUHr

Bnorv n nepcoHasnbHble
CanThl

Beb-noyTa

Boncka n Boopy>XxeHus

Oom, ceMbsi, xob66u

Oockn ob6bsaABNEHUN

340poBbe U
3[paBooOXpaHeHne

N YaT-60ThbI

NHTepHeT-6nubnnoTekn

MHTepHeT-MarasunHbl

MckyccTBO

KomnbioTepbl n NHTEepHeT

KopropaTunBHble CalThbl

HayKa n TeXHOJsIOrnn

CanTbl C 9KOHOMUNYECKOWN
MHdOopMaLmen, HOBOCTU
6unsHeca n genoson
AKTUBHOCTU

CucTeMbl MaccoBoro
XOCTUHra, 610roBble canTb

CalnnTbl BEH-NOYTH

CanTbl C MHDOPMaLMen o
BOOPY>XEHUAX N apMuUm

CaliTbl 0 LOMOBOACTBE
ceMbe, pas/iMyHbIX Xo66un

CanTbl U nopTanbl 4ns
pa3MeLLeHns YaCTHbIX
obbaBNEeHUN

CanTbl 60nbHUL,
MOJINKVIHUK, MPOYUX
MeANLMHCKNX
opraHusauum,
MeOULUMHCKME nopTanbl

CanTbl cuctem
MCKYCCTBEHHOI 0O
NHTeNNeKTa

CanTbl, cogep>xawme
ny6anKaumm KHUM 1
CTaTen, CanTbl C
BO3MO>XHOCTbIO 3arpy3Ku
TEKCTOB XYA0>KECTBEHHbIX
npovsseneHnn

CalnTbl UHTEpPHET-
MarasuHOB N TOProBble
niaowankm

CalnTbl My3eeB, CalTbl
MOCBSLLLEHHbIE NCKYCCTBY

CalTbl, OCHOBHOM
TEMaTUKOWN KOTOpPbIX
ABNSAOTCA
NH(OPMaLNOHHbIE
TEeXHOJI0rnm, NPorpaMmMHoe
obecneyeHune, nHTEpPHET
KOMMbOTEPDI

CanTbl opraHusauumn

CanTbl Hay4YHbIX
opraHusauum,
MHMOPMaLnsa N HOBOCTU
Hay4Horo coobuiecTBa
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Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4yne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

Mpo4ne canThbl

HeaBm»XmnmocTb

HekoMmMmepyeckue
opraHusauumn

HosocTtn u CMU

Obpa3oBaHue n y4ebHole
yypexneHuns

MnaTHbIE CaNTbl COTOBbIX
ornepaTopoB

MonckoBble CUCTEMBI
MonnTtuka, obuiecTso,

3aKOH

[MopTanbi

[MpaBuTENbLCTBO

PaboTa n Hanm

Penurusa n atensm

CanTbl ons geten

CnopT

Toprosas 1 NOKYMKK

Tpekepbl ¥ aHaNUTUKa

CanTbl ¢ nHOpMaLMen o
nponake/nokynke
HeBVXMMOCTM

CanTbl HEKOMMEpPYEeCKnx
opraHusauumn

CalTbl HOBOCTHbIX areHCcTB
n CMIU

CanTbl obpa3zoBaTesIbHbIX
yypexneHuin,
obpa3oBaTesibHble
rnopTanbl

CalnTbl COTOBbIX
onepaTopoB, 3a AOCTYN K
KOTOPbIM B3MMaeTCs
oTOeNlbHas nnaTa C
aboHeHTa

[MonckoBble CUCTEMBI

CaiTbl MOINTUHECKUNX
HOBOCTEN, NOJINTUYECKUX
napTuin. CpaBoOYHUKN
3aKOHOB

Ob6bvegnHeHne n3
HECKOJIbKMX CaliToB 04HON
TeMaTUKN

OdmnumranbHble canTbl
rocyfapCTBEHHbIX OPraHoB

MopTanbl Moncka paboThl,
CanThbl ONna pa3MeleHns
pes3toMe 1 BaKaHCUM

CanTbl peSINTrnNo3HbIX 1
AHTUPENUTNO3HbIX
opraHm3auuni, oKKYJbTHbIX
BEPOBaAHU N y4eHUN

CalnTbl C eTCcKom
BO3PaCTHOW MapKNPOBKOW

CanTbl MOCBSALLEHHbIE
CMopTYy UAX CNOPTUBHLIM
opraHusaumam

CanTbl 0 TOprosie u
MOKYyrKax, He oTHocsALmecs
K KaTeropum MHTepHeT-
Mara3nHoB

Appeca cucTteM y4yeTa
nocelleHun n seb-
aHaJINTUKKW, B TOM Yucie
CUCTEMbI CJieXXeHnsa 3a
noJ<ib3o0BaTeIAMN
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Typusm

DUHAHCbl N (PUHAHCOBbIE
yypexxaeHus

tOmop

CaliTbl NOCBSILLLEHHbIE
TYpPU3My 1 NyTeLIeCcTBUSM

CanTbl 6aHKOB 1 NPOYNX
(hMHAHCOBbLIX OpraHu3aLuia

KOMopuctunyeckmne n
pasBieKaTesibHble CanThbl



