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Brnoknposka cepsepoB obHoBneHMss Windows

Ecnm 4yTo-To paboTaeT He Tak, Kak 0XK1AaoCh

O4ncTka cncteMHoro kawa DNS n Kawa 6bpay3epos

e OTkJIt04eHune onunm Secure DNS B aHTuBUpYycax Avast Internet Security n Avast Premier

Kak npaBunabHO onucaTb Npobnemy npu obpaweHnmn B TeEXHUYECKYI0 noanep>XkKy SkyDNS

NHcTpykuma no pabote ¢ WireShark



Bb1OKMpPOBKa cepBepoB
obHoBNeHns Windows

C nomMoLbto Hallero KOHTeHT-puabTpa Bbl MoXeTe 3aba10KMpoBaTh AOCTYM K CepBepam
obHoBneHns Windows, 3ab10K1MpoBaB AOMEHHbIE MMEHA, KOTopbie ncnonb3dytotTca OC Windows gns
obHoBNEHNS.

Ons nonHon 6n1oknpoekn obHoBneHnn Windows, HeobxoamMmMo BHECTU B Ball 3anpeLialowimmn
CMUCOK Cliefyrouwme 3anmcu:

e windowsupdate.com

e activation-v2.sls.microsoft.com

e bl.download.windowsupdate.com
e ctldl.windowsupdate.com

e data.microsoft.com

e displaycatalog.mp.microsoft.com
e download.windowsupdate.com

e fe2.update.microsoft.com

e go.microsoft.com

e licensing.mp.microsoft.com

e purchase.mp.microsoft.com

e settings-win.data.microsoft.com
e sls.update.microsoft.com

e update.microsoft.com

e urs.microsoft.com

e v10.vortex-win.data.microsoft.com
e validation-v2.sls.microsoft.com

e wdcp.microsoft.com

e wdcpalt.microsoft.com

e winlO0.ipv6.microsoft.com



Ecnn 4TO-TO paboTaeT He
TaK, KakK 0XXnganaocb

Ecnn dounbTpaumns He paboTaeT, Kak 0XXKMAa0Ch, TO 10 00palleHns B TEXHUYECKYIO MOoAOEPKKY
BbINOJIHATE Cleayioline OeincTBUs:

1. Ecan Bbl iBfiISeTeCb aAMUHNCTPATOPOM CETU OpraHmn3aLnm, To B NeEPBYO o4epelb
obpaTuTech K pa3aeny HacTtpoinka ncnons3osaHusa DNS-hunbTpaumm SkyDNS B

JIOKaJIbHOM (KOprnopaTUBHOW) CeTn.

2. OTknto4nTe nobyo punbTpaunto, B ToM yncie punbtpaunto SkyDNS.

3. Y6eauTechb, 4TO BbIXOA B MUHTEPHET OCYLLECTBASETCA Yepe3 coeguHeHne, KoTopoe Bbl
cobupaeTech 3aWMTUTL cepBucom SkyDNS. Hanpumep, ybeantechb, 4To CO CMapTdoHa
BbIXxo ocywiecTtenaeTca no Wi-Fi 4epes poyTep, a He Yepes3 COTOBOro onepaTtopa.
YooctoBepbTeChb, 4TO HAacTponku DNS nony4vatoTca B aBToMaTu4eckoMm pexxmnme ¢ Wi-Fi
poyTepa B 3TOM CJiy4dae.

4. B koMmaHOHoOW cTpoke OC Windows BbiNoNHUTE KOMaHAy ping 193.58.251.251.
Y6enunTechb, 4TO Nosly4aeTe OTBEThI OT y3J1a C YKa3aHHbIM IP-agpecomM 4yepes Ballero
npoeannepa B JaHHbIN MOMEHT BpeMeHN. BO3MOXXHO, B CETW Bawlero npoeangepa
CyLecTBYOT Npobnemsl, N YaCTb PeCypCcoB B UHTEPHET HeJoCTynHa B AaHHbIA MOMEHT
BpeMeHW, B TOM 4Y1Cie OANH U3 HaLLMX CEPBEPOB, HA KOTOPbIA MapLUpyTU3NPYIOTCA Ballun
3anpocbl DNS. ObpaTnTech B TEXHUYECKYIO MOAAEP>KKY BaLLEro npoBanaepa.

5. B koMaHAHon cTpoke OC Windows BbinosiHNTE KOMaHay nhslookup paypai.com.
193.58.251.251. lomeH paypai.com [OJIXKeH pa3pewnTbcs B IP-agpec n3 cetun
193.58.251.0/24. Ecnn nony4eH OTBET He yaanocCb HAaUTU paypai.com: Non-existent
domain, To 3T0 03HavaeT, 4TO BalK 3anpocbl DNS He foxonaT 00 HAalIMX CepBEPOB, a
nepeHanpaBnalTCA Ha Kakon-nnbo apyrom cepsep DNS, ckopee Bcero, Ballinm
npoBangepoM. Bbl MoxeTe 06paTUTLCA K BalleMy npoBangepy € Npocbbomn, OTKPbITb
noctyn K nybanyHbiM DNS cepBepam B nHTepHeTe. Man nonpobyinTe BOCNO/b30BaTbCS
cepBucom SkyDNS, ycTtaHoBuB areHT SkyDNS nnn aktuBmnposaB moaysb SkyDNS B
poyTepax cepun Zyxel Keenetic. AreHT SkyDNS n moaynb SkyDNS B poyTepax Zyxel
Keenetic c nocnegHMMn BepcmaMm rnpoLLUNBOK NCMOb3YIOT HeCTaH4aPTHLIA nopT 1253
0nsa 3anpocoB DNS. nun »xe MoXXeTe BOCMN0J1b30BaTbCA 3KCMEPUMEHTAIbHOW BEPCUEN
areHTa SkyDNS CS, KOTOpylo MoO)XeTe Noay4YnUTb, 06paTUBLUNCE B TEXHNYECKYIO
nognep>xKy. Ha Linux MOXHO HacTpouTb obpalleHne K HeCTaHAapTHOMY MOPTY ANS

3anpocoB DNS no nHctpykumm Hactpoinka cpencreamum iptables ncrosnbsoeanusa

HecTaHOapTHOro nopTa Ans 3anpocos DNS.
6. Ecnu Bbl ncnosnbsyete AreHT SkyDNS nnn moaynb SkyDNS B poyTepax Zyxel Keenetic, To
ybennTech, 4TO Ha WO3e AOCTYyNa B UHTEPHET, eC/In OH UMeeTCs, U NpoBangepom


https://new-docs.skydns.ru/books/skydns/page/nastroika-ispolzovaniya-dns-filtracii-skydns-v-lokalnoi-korporativnoi-seti
https://new-docs.skydns.ru/books/skydns/page/nastroika-ispolzovaniya-dns-filtracii-skydns-v-lokalnoi-korporativnoi-seti
https://new-docs.skydns.ru/books/skydns/page/nastroika-sredstvami-iptables-ispolzovaniya-nestandartnogo-porta-dlya-zaprosov-dns
https://new-docs.skydns.ru/books/skydns/page/nastroika-sredstvami-iptables-ispolzovaniya-nestandartnogo-porta-dlya-zaprosov-dns

10.
11.

12.

13.

14.

15.

16.

17.

OTKPLIT AOCTYMN K CanTy https://www.skydns.ru n mopTam 1253 tcp n udp Ha agpece
193.58.251.251.

Ha BpemMsa ycTaHOBKU nnu ypaneHusa AreHta SkyDNS oTkoumMTe aHTUBUPYC.
MpoBepbTe, 4TO Ha BalleM KoMMbloTepe He ucnonb3lyetcsa DNS cepsep o414 NnpoToKona
IPv6. CooTBeTcTBYIOWas onuma DNS B HacTporkax NpoToKona, A0J/IKHa ObITb
BbICTaBJsieHa B py4Hoe nosiydeHue DNS n agpec DNS He fosmkeH 6biTb 3anosiHeH. JInbo
npon3ssenuTe OTKJIOYEHME NPoToKoa IPv6.

MpoBepbTe, 4TO Ha BalleM KOMMbIOTEPE He BKJIIOYEHbI MpOorpaMmbl nepexsaThbiBatoLLme
DNS Tpaduk, Takue Kak Avast Internet Security nnm Avast Premier. 3T nporpammbl
nponssoaaT nepexsaT DNS 3anpocos, nx wudpauymnio n HapyLwatoT paboTy Hawero
dunbTpa. ECAm y Bac UCMoNb3yTCsa Takue nporpaMmmbl, TO HeE06X0AMMO B HUX
BbIKJIIOYNTb COOTBETCTBYHOLWME onunn (Secure DNS B Avast), HapywawLwme paboTy
Hawero guasbTpa.

Bknounte dpunbTpaumio SkyDNS.

Ecnn Bbl ucnonb3lyete areHT SkyDNS, To 3anycTute rpadpn4yeckuin nHtepgenc
ynpaBieHus areHToM. 3atem nepenante Hactponku, O6wme HacTpouku</strong,
CoepuHeHus uHTepHeT. NMpoBepbTe, 4TO BbiIODpaHbl Bce HeoOXoauMbIe ceTeBble
coepuHeHMus.

OTK4YMTE pacnucaHme Ha Bcex Nnpounax (ecnm ncnosib3osann) n ybeamtecs, 4To
NCNosb3yeTe HY>XHbI Npodnab hunbTpaLmn.

OuncTtute kaw DNS. N9 3TOro BbIKJOYUTE N BKJKOUYUTE poyTep (ecav ucnosb3yeTcd) u
rnepesarpysuTe KoMmnbloTep (MOOUIBHOE YCTPOWCTBO).

YbenunTtech, 4To chann hosts (06bIMHO pacnoNoXKeH Mo nNyTn
C:\Windows\System32\drivers\etc\hosts) He cogepXXuT ANLWHNX 3anucen. ng aToro
OTKPONTE ero B TEKCTOBOM pefakTope Tuna BnokHoT n ybeautech, 4T0 BCe CTPOKKU Nmbo
nycTble, NMb0 HaYMHAOTCA CO 3HaKa # (pelwieTka).

B komaHgHom cTpoke OC Windows BbinosiHUTe kKoMaHAy nslookup paypai.com. (6e3
yKa3aHus agpeca cepsepa DNS). [lomeH paypai.com LOJ/IXKeEH pa3pelnTbes B IP-agpec n3
cetn 193.58.251.0/24.

Ha cTpaHuLe y3HanTe K Kakon KaTeropum OTHOCUTCA Kakon-nmbo gomeH (Hanpumep,
youtube.com). 3abnokupyinTte 3Ty KaTeroputo. NogoXXonte 5 MUHYT NoKa U3MEHEHNS B
HaCTpPOMKax BCTYMAT B AENCTBME Ha Halmnx cepBepax. B komangHom ctpoke OC Windows
BblNoNHMUTE KoMaHAay nslookup youtube.com. [lomeH youtube.com gosxeH
pa3pewnTtbCs B IP-agpec n3 cetn 193.58.251.0/24. 3ananTe Ha cant youtube.com un
ybenuntech, 4To oTOBparkaeTcsa cTpaHuLa 6/10KMPOBKMU.

Ecav Baw KOMMbIOTEP HAaXOAUTCA 3@ NMPO3payHbIM MPOKCU-CEPBEPOM (He noj BalLunM
ynpaBseHnem), To akTusmpymnTte onunto Mycrtom DNS-oTBeT B HaCTpoMKax CTPaHULLbI
6710KMpoBKM B JIN4HOM KabnHeTe Ha canTte www.skydns.ru. B aTom cny4dae canTt He bypeT
noctyneH. CTpaHuua 610KNPOBKK Tak Xe oTobpakaTbca He BypeT.


https://www.skydns.ru/check/

O4YNCTKA CUCTEeMHOIro KaLla
DNS n kswa bpay3epos

MNepen HavYyaslOM UCMOJIb30BaHUSA CepBUCa UKW NOCe n3MmeHeHUs HacTpoek SkyDNS
PEKOMEHAYETCA OYUCTUTb CUCTEMHbIN K3 DNS n kaw DNS 6pay3epa, 4Tobbl UCKAOYUTL JIOXKHOE
HecpabaTbiBaHWe punbTPa nan HaobopoT NOXKHYIO 6/I0KMPOBKY. B NPOTUBHOM Criy4ae, Bbl MOXXeTe
HabnwoaaTb OTCyTCTBME BJIOKMPOBKN ANA HEKOTOPbLIX PECYPCOB B TE€YEHNE HEKOTOPOIro BpeMeH!,
XOTSA NPY 3TOM Hall cepBuC byaeT BblAaBaTb Balle cMCcTeMe NpaBusibHYI0 610KNpPYOLLYIO
MHopMaLumio.

Bce KoMaHabI PeEKOMEHAOYETCA 3allyCKaTb OT UMEHW MNOJib30BaTeENIA C aAMUNHUCTPATOPCKUMU
npaBamMmn

Windows (Bce Bepcun)

B pe>xmMe KOMaHOHOW CTPOKM HeEOBX0AMMO BbINMOJHUTL KoMaHAay ipconfig /flushdns

OS X

B pexxnme TepMmmnHania HeobXx0aMMO OT UMEHU dOMUHNCTPATOPa BbINMOJIHNTb KOMaHAY
coOoTBEeTCTBYHOLYHO BalLewn BepCUn CncteMbl

10.4 TIGER: lookupd -flushcache

10.5 n 10.6 LEOPARD: dscacheutil -flushcache

10.7 n 10.8 Lion: sudo killall -HUP mDNSResponder

10.9 1 10.10.4 Yosemite: dscacheutil -flushcache;sudo killall -HUP mDNSResponder

10.10 Yosemite (He 10.10.4): sudo discoveryutil mdnsflushcache; sudo discoveryutil
udnsflushcaches; say flushed

Linux (0OCHOBHblE ONCTPUOYTUBbI)

OTKpoONTE TEPMUHAN U BbIMOJIHATE KOMaHay
sudo /etc/init.d/nscd restart nam /etc/init.d/nscd restart

Ubuntu Linux

OTKpoOWTe TEPMUHA N BbINOJIHUTE KOMaHAY



sudo service network-manager restart

sudo systemd-resolve --flush-caches

OuuncTka Kawa DNS B bpay3epe

Internet Explorer: Bongnte B cBolicTBa bpay3sepa - Obwme - XKypHan bpaysepa - YoannTb.
Bkto4nTe BCe raslovkm Kpome onuumnm ®annsl cookie u Maponm n Haxxmmnte YoanuTb.

Mozilla Firefox: BonanTe B MeHt0 XKypHan - YoannTb HeaBHIO UCTopuio. B Beinagatowem
CMNCKe C BpeMeHHbLIM nepuoaoM Bbibepute Bcé, a B NoapobHocTn BoibepuTe BCE Kpome KyKu,
XKypHan opm 1 noncka. HaxxmMmte KHOMKY YoannTb cenyac.

Apple Safari: BonanTe B HacTpolriku bpay3epa (LLecTepeHKa B MPaBOM BEPXHEM yray) U
BbibepuTe ChpocnTb Safari. YbepuTe ranodykm gns Tex aHHbIX KOTOPbIE XOTUTE COXPAHUTDb
(HanpuMep maHHble dopM) N HaxmuTe Chpoc.

Google Chrome: Bongute B meHio (rambyprep B npaBomM BepxHeM yriy) n Beibepute VicTopus.
HaxxmuTe O4nctutb nctoputo. Beibepnte 3a BCe BpeMsl U MOCTaBbTe rajlovyky Ha BCEX MYyHKTaX
kpoMme ®annbl cookie n Maponun. Haxxmnte O4YNCTUTL UCTOPUIO.



OTKJIlo4YeHKe onunm Secure
DNS B aHTuUBUpYyCcax Avast
Internet Security n Avast
Premier

Mpv o/HOBPEMEHHOM UCMOJIb30BaHUN KOHTEHT-(hunbTpa SkyDNS 1 HEKOTOpbIX aHTUBUPYCOB
MOXXeT HabnaaTbCs OTCYTCTBME PUAbTPALUN. DTO CBA3AHO C PYHKLMNAMU TaKUX NPOrpamMM rno
nepexBaTy DNS Tpaduka, KOTopbie B UTOre NpMBoAsAT K HEMNPaBUAbHOW paboTe Hawero duabTpa.

[ns BOCCTaHOBAEHMSA KOPPEKTHOM paboTbl puabTpa SkyDNS B aTon cntyaumm Heobxogmmo
OTKJIIOYNTb Takme pyHKuUmMn, Tem 6osee 4To NpM 0OHOBPEMEHHOM NCMOJIb30BAaHMN C HALLUM
dunnbTPOM oHN He [06aBNAT AOMNONHUTENBLHON 3aWnThl, AY6ANpys yxe nmetowmecs 3almnTHbIe
CUCTEeMbl B HalleM punbTpe.

O3HaKOMbTECb C AA@aHHOW UHCTPYKLUMEN, 4TOObI Y3HATb KakK OTKJIIOYNTb TaKylo yHKLMIO Secure
DNS B aHTUBMPYCHbIX MPOAYKTax KOMnaHun Avast.

OTKponTe MHTepdhenc aHTUBUPYCHON NPOrpaMMbl M HAXKMEM MEHID HAaCTPOeEK (3Ha4vyokK
LIeCTEPEHKN CrpaBa CBEpPXY):

age noyfpund or type unknown

B MeHI0 HacTPoOEeK HY>XHO NepenTn Ha BKIaaKy AKTUBHASA 3alumMTa:

age nojfpund or type unknown

34€eCb HY>XHO BbIK/IIO4YUTbL onuuto Secure DNS Ha)XkaB Ha Hee:

age noyfpund or type unknown

M BbIGpaTb NYHKT OCTAaHOBUTb HaBcerpa:



Ha Bonpoc aHTMBMUpYCa, eNCTBUTEJIbHO JIN Mbl XOTUM OTKJ/IIOYUTL 3aLUUTY, OTBEYaeM
yTBEPAUTENbHO:

age noffpund or type unknown

Onums CTaHeT cepbiM LiBeTOM. Haxxumaem OK:

age noyfpund or type unknown

HacTpoika 3akoH4YeHa. lNMepe3arpy>kaem KoMnboTep 1 Nposepsem, 4To puabTpaumsa SkyDNS
paboTaeT KOPPEKTHO.



Kak npaBujbHO onnucaTb
npobnemy npmn obpawieHnn B
TEXHNYECKYIO NoAAepPXKKY
SkyDNS

Insa Toro, 4ToObl Ball BONPOC B TEXHMUYECKYIO NOAAEPXKKY Obl1 PACCMOTPEH U PeLleH Kak MOXXHO
bbicTpee, XoTUM 06paTUTb Balle BHMMaHMe Ha COCTaBJIeHMe CaMoro 3anpoca.

MNMocTapanTeCb MakCMMasibHO MOJIHO ONMCaTb BO3HUKLLYO Npobnemy, cnenys nepeyvyncieHHbIM
HVKe NYyHKTaM:

1. YKaxuTe Ballun KOHTaKTHbIe JaHHble - e-Menn peructpaumnm B SkyDNS v KOHTaKTHbIN e-
Menn, eCaiv OH OT/INYAEeTCH OT perucTpaumnn. Takxe ecam Bam TpebyeTcsa o4eHb CpoYHas
nognep>XKa, Bbl MOXKeTe yKa3aTb KOHTAKTHbIN TenedoH.

2. MNocTapanTecb Kak MOXXHO noapobHee onucaTb CxeMy Baluen noKanbHOM CETU, KaKmne
ycTponcTea unm MO Bbl ucnosb3syeTte. BaXXHO yKa3biBaTb KaKyl OnepaLMOHHYIO0 CUCTEMY
Ha YCTPOWCTBe, rae Bo3HMkNa npobnema, Bbl ncnonb3syeTe.

3. OnuwwunTe Balwy cxemy NOAKJ/IOYEHNA K UHTEpHETY. MoryT 6bITb pa3Hble BapuaHThI:
NMpoBO/A NpoBanzepa HanpsaMyo K KOMMbIOTEPY, Yepes poyTep Win APYroun o3,
NCNONb3YyeTCH I NPOKCK cepBep B Bawen ceTu. byaeTt naoCcoMm, eciv yKakmute Bawero
nposangepa, Yepes KOTOPOro nogkJo4yaeTecb K UHTEPHET.

4. YKaKnTe KakuMm obpa3om HacTpoeHa hunbTpaumnsa v noakaoveHne K cepsucy SkyDNS.
970 MoXeT bbITb areHT SkyDNS, ycTaHOB/IEHHbIN Ha KOMMbloTep, poyTep Zyxel Keenetic
c nnarvHoM SkyDNS mnnu >xe yepes poyTep APYroro Nnpom3BoanTens c npuBsskon IP
ajpeca B IMYHOM KabunHeTe. YKaxunte ncnosbsyete nm Bbl cTaTnyeckuin nnm
OnHamunydeckun IP agpec B nocnegHeMm cny4ae. icnonb3syetca nim Active Directory B
Bawen ceTn, kak HacTpoeH Baw DNS cepsep B 3TOM ciyyae. [1ns poyTepoB YKaKuUTe
TOYHOE HauMeHOBaHue U Mapky, a onda poytepoB ZyXEL xenaTtenbHO yKa3aTb elle
BEPCUIO MPOLLUUNBKMU.

5. OnnwwuTe cobcTBEeHHO camy npobnemy, Ha KakoM canTe Bbl BUAUTE npobnemy, Ha
npoguie HaCTPOEeK OHa BO3HMKJIA N B KaKoe NpuMepHoO BpeMs. B cnydvae npobnem
HabnogaeMbix B 6pay3epe byoeT He NMWHUM HanmcaTb KakMe MMEHHO OLWnbKun
rnokasbiBaeT H6pay3ep. CKPMHLLOThI K onncaHunto npobaembl 6yayT BCcerga nsatoCcoM.
JOoNoNMHUTENIbHO MOXKeTe NpucaaTh BbIBOL KOMaHA:



ipconfig /all

nslookup site. com

nslookup site. com 193.58. 251. 251

#rpe site.com - uMma caiTa, 3a6NOKMPOBAHHOr O QUILTPOM (HampuMep y MeHs 3ab/IOKMPOBaHbI
cou. cety,

#MOXHO yKa3aTb Takyw koMaHpy nslookup vk.com). BTopas koMaHOa oT/M4yaeTcs OT MepBon
TeM, 4To

#mpoBepseTca MO KOHKpPeTHOMy cepBepy. [lpMBeneHHble KOMaHObl HeobxoOoMMo 3anyckaTb B

pexvMe KOMaHOHON CTPOKM

NMpuMep KOPPEKTHOro 3anpoca B TEXHUYECKYIO Noaaep>KKY:

Mol akkayHT moi-email@email.ru. ¥ meHs noma ncnosnb3syeTtcs poytep Zyxel Keenetic Lite lll ¢
moaysem SkyDNS. [loma 1 cTaunoHapHbIA KoMMbloTep U 1 HOyTOyK. Ha KoMmnbloTepe unbTpauyms
paboTaeT, Ha HOYyTByKe He unbTpyeTCcs HU oanH canT. OC HoyTbyka Windows 8.1. MNMpodunnb
HacTpoek Ons HoyTobyka "deTckuin'.

BbiBOO KOMaHA 13 .5 nMpnKNnagbiBaeTCA.



NHCTPYKLKMSA Mo paboTe C
WireShark

B 3TOM pyKoBOACTBE NOKa3aHO, KaK YCTpaHATb npobaemMbl, Korga rnpuio>XeHne nav 4oOMeH He
paboTatloT OO/KHbIM 06pa3oM U He MMelT A0CTYM Mo CeTuU.

YcTaHOBKa

3arpy3unTte n yctaHoBute Wireshark. Beibepute Bepcuto x32, eC/iv Bbl HE 3HaAETE apXUTEKTYpPY

CcBOeu onepaumoHHon cuctemsbl: https://www.wireshark.org/download.html

CornacHo TpeboBaHunsam Wireshark, Bam Heobxogumo byneT ycTaHOBUTL ApaliBep 3axBaTa
WinPcap nnn Npcap. NoxxanyncTta, Bbibepnte Hanbonee noaxodswmm a4 Bac BapmaHT.

Kak ncnosnb3oBaTb NPUIOXKEHNe

Mocne yctaHoBkK Wireshark cuctemy cnenyet nepesarpy3nTb.

MoxxanyncTa, 3anycTuTe npunoxeHue Wireshark ¢ npaBamun aaMnHmucTpaTopa. MNpn nepsom
3anycke BaM bygeT npensioXkeHo BbibpaTbh MHTepdeNnc ana 3axBaTa Tpaduka. MNoxxanyncra,
BblbepuTe 0AMH U3 CETEBbLIX afanTepPoB:

Adapter for loopback traffic capture - ecnin Bbl ncnonb3yete areHT SkyDNS.

Wi-Fi unm Local Area Connection - ecnm punbTpauns HaCTpoOeHa Ha CETEBOM YPOBHE.


https://www.wireshark.org/download.html

Mocne 3anycKa npouecca OTCNEXNBAHNSA MaKeTOB, HACTPOWTE NMPOTOKOJ 3axBaTa, BBeas DNS B
nosie ®unbTp oTOOpPa>keHUAa 1 HaXkaB KHOMKY Beoga,.

age noffpund or type unknown

Ha sToM ware Bce ceTeBble 3anpockl byayT duabTpoBaThCH, 4T06bI 0TOOparkanncb ToNbKo DNS-
3anpochl.

3anycTuTe NpuioXXeHune, Tpebylollee yCTpaHeHMA HeMNoiaaokK.



Ha akpaHe Wireshark oTobpa3nTca cnncok agpecoB MMEH XOCTOB, COOTBETCTBYyOWMe nMm IP-agpeca
N DONONHUTENbHas cny>xebHasa nHhopmaums.

age nojfpund or type unknown

B npuBeneHHOM Bbiwe npuMepe, oomMmeH top-fwzl.mail.ru 6bin paspeweH B IP-agpec 95.163.52.67 -
ajpec 3anpallBaemMoro pecypca. 3To 03Ha4aeT, YTO BbllLUeyKa3aHHbIN AOMeH cepBuca Mail.ru
YCMNELHO pe30JIBUTCA Yepes cepBepa punabTpaumm CkanJHC. Ecam BMecTo peasibHOro agpeca
3anpallinBaeMoro pecypca Bbl yBUAUTE agpec cTpaHuubl 61oknposkn CkanHC, 3To 03HavYaeT 4To
00CTyn K 3anpawwmBaeMoMy pecypcy bbin 3ab10KkMpoBaH.

Hu>xe ykasaHbl agpeca cTpaHul 6noknpook CkanHC:

193. 58. 251.
193. 58. 251.
193. 58. 251.
193. 58. 251.
193. 58. 251. 12

A W N B

Kak pewnTb npobnemy?

Hangnte kaTeroputo goMeHa C NOMOLLbIO OHNaNH-NHCTPpyMeHTa SkyDNS:
https://www.skydns.ru/check/

Mocne 3TOro NpoBepbTE, He 3abNIOKNPOBAHA SN 3Ta KaTeropus Ha NaHenu ynpasneHnsa SkyDNS
WM HET NI OOMeHa B CMNUCKe 3arnpeLleHHbIX.

Ncnonb3oBaHune Wireshark gnsa saxsata DNS-3anpocoB 06bIYHO AOCTATOYHO OJ1 pelieHns aobbix
npobnem, cBA3aHHbIX C Beb-punbTpaumren DNS. OgHako Bbl TakXXe MoxXeTe nornpoboBaTb
pacwmpeHHsble pyHKLMM Wireshark — 3axBaT CeTeBbIX MAaKeTOB, aHa/IM3aTop NaKeToB N 3axBaT
USB-Tpacduka.



